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Strateg|c Sponsors ¢¢ In my case | found the Akamai

presentations very interesting because
it highlights a risk that is given little
visibility (APIs). The SentinelOne

\ presentation also showed the value of
automating compliance KPIs (ISO
27001, etc.). Also, very illustrative/
formative was the risk-based
vulnerability management presentation
by Integrity 360. And of course,
networking and contrasting ideas is
always enriching. 7°

I nteq r i ty 3 60 Rgmor TIC y Ciberseguridad,

your security in mind ¢¢ As for the testimony, | found the

presentations on Artificial Intelligence
(Banco Sabadell), APIS, as well as the
round table in the afternoon,
interesting and that they add value to
our day to day. In relation to the
management, as always very well

A [ | o organised, as aspects of

‘ Sentlnel One improvement, | would recover the

v figure of the timekeeper, where in
previous years, if they did not finish,
a minute's grace was given and they
started to applaud. ??
Auditor interno de sistemas,
Naturgy

— ¢¢The truth is that the congress was
T H R AT L@ C KE R great, | loved it. Thank you very much
: for the invitation, it was great, | hope to
come back again. 7?

CISO,
Grupo Fertiberia
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Why regulation will drive CNI security

Al for CISOs: the hype versus the reality

Securing third-party tech

Reducing your attack surface

Mobile device vulnerabilities and mitigations
Securing the xloT

Do you know your APIs?

Detect / prevent malicious insiders

Is it time to rethink your Cloud strategy?

The pros and cons of managed services
Developing the next generation of security leaders
The dangers of digitalisation — securing loT and OT ecosystems

.f.

seriously
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Cyber-security
We have a 15-year track record of producing
the events cyber-security professionals take

Risk Management

We attract senior risk officers with
responsibility for information risk
assessment and mitigation

Fraud, Audit, Compliance

We provide the go-to events for fraud
prevention and compliance owners at the
world's key corporates

Data Protection & privacy
We are a key venue for decision-makers
with budget and purchasing authority
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10:20

10:40

11:00
11:30

12:00

12:20

Breakfast & networking break

Chair's welcome

Cybersecurity: Perception vs. Reality

Ignacio Gonzalez Ubierna, Deputy Director, NCC-ES de INCIBE

e Comparison between the perceived level of cybersecurity and the actual situation
e Reasons behind the gap between perception and reality

e |Implications for INCIBE's work

Cyber compliance and resilience. Towards a new approach

Samuel Marin Drouin, Strategic Accounts Director, SentinelOne

e The new regulations represent a huge change for cybersecurity professionals

e Not only must compliance with the new regulations be ensured, but organisations must also strengthen their detection
and response capabilities in the face of the growing volume of targeted attacks, many of them taking advantage of new
attack surfaces and vulnerabilities in Cloud environments as well as the potential of Al

e To respond effectively, it is a prerequisite to adopt a strategy that enables a comprehensive transformation across
professionals, technologies and processes

Risk management: Top-down risk approach

Ramon De La Iglesia Vidal, Global Head of GRC, Santander Consumer Finance

e Methodologies: Top-down vs Bottom-up approach

e Risk management for compliance in the CISO arena

e Developing a methodology that management understand and embrace
e So what we should be worried about?

Networking break

Ivan Sanchez Lopez, Group CISO, RSI Group (Moderator);

Francisco Garcia Lazaro, Corporate Information Security Sr. Director, Palladium Hotel Group;
Javier Sanchez Salas, CISO, ENGIE Espana;

Jesus Abascal Santamaria, CISO, Eni Plenitude Iberia

e How to setup an efficient cyberteam

e Key stakeholders

e Organisational challenges

e Efficiency opportunities: Al, automation, vendor consolidation, product vs platform, etc

e Cybersecurity ROI

The API you don’t see, *** You don't feel!

Judith Medina, Senior Solutions Engineer, Akamai Technologies

e \Why are APIs invisible to many organisations? APls are embedded in most modern applications, but they are often not
properly mapped or protected, leaving invisible doors open for attacks

e \What impact do API vulnerabilities have on enterprise security? APls are an attractive target for cyberattacks, and
vulnerabilities like those in the OWASP Top 10 can be devastating if not managed properly

e Why are traditional security approaches insufficient for APIs? Traditional solutions like Web Application Firewalls (WAF)
and APl Gateways are not designed to mitigate the specific threats targeting APIs, leaving security gaps

e \What is needed to secure APIs? API security requires a comprehensive approach, including discovery, posture
management, real-time protection, continuous security testing, and increasingly, the use of artificial intelligence to
detect anomalous behaviours

Education Seminars | Session 1

SEPPmail SpyCloud

The evolution of email security It started with a cookie: Zero Trust & the rise of
Michael Miiller, Country Manager & Sales, session hijacking

& Joaquin Morales Pancorbo, Collaborator and Partner, Alfonso Hermosillo, Senior Solutions Engineer, SpyCloud

SEPPmail Spain
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13:00
14:00

14:20

14:40

15:00
15:30

16:00

Lunch & networking break

From reactive intelligence to intelligence as a cornerstone of the cybersecurity strategy

Marina Nogales, Director of Threat Intelligence, Unilever

e Evolution of the cybercrime environment

e Exploration of classic models of cyberintelligence service in companies — not every foot fits the same shoe!

e Equipment, processes, technology... Navigating the chaos

e Pathway to success: Clear objectives, transversal function. Knowing the needs of the business and collaborating with
other teams inside and outside of cyber

How to avoid the risk of continuous cybersecurity exposures? The solution: Continuous Threat Exposure

Management (CTEM)
Xavier Vigué, Regional Sales Director, Integrity360

e Explore how Continuous Threat Exposure Management (CTEM) revolutionises the way organisations manage the risk of
cyberexposure

e Learn how CTEM identifies, assesses and mitigates risks in real time, ensuring your business remains secure from
ever-evolving threats and increasing its long-term resilience

Al as an enhancer of cybersecurity in banking

Eduardo Gonzalez, Global Advanced Cybersecurity Director, Banco Sabadell;
Alfonso Martinez Molina, Cybersecurity Lead, Banco Sabadell

e Starting point: Al and cybersecurity

e Regulation and Al frameworks

e Al as a competitive advantage in cybersecurity

e Conclusions and future

Networking break

Laura Parra, Global CISO, Cellnex Telecom (Moderator);

Alberto Lopez, CISO & CIO, Solaria Energia y Medio Ambiente;

Jesus Alonso Murillo, Group CISO, Linea Directa;

Raul Moreno Jiménez, CISO, Fertiberia

e \What are your biggest challenges in the day-to-day battle of protecting your customers and organisation? What threats
worry you the most?

e Security versus resilience: Aligning security priorities with organisational objectives whilst striving for compliance. How
do you prioritise?

e \What strategies do you have in place to ensure cloud security and manage associated risks?

e \With the regulatory environment continually evolving, and with new data protection laws and cybersecurity regulations
being introduced, how do you ensure your organisation remains compliant with both local and international regulations,
and what challenges does this bring?

e How do you comply in an affordable and secure manner?

e \With increasing personal liability for CISOs under new regulations — including potential fines and criminal charges — how
do you balance legal accountability and personal responsibility? Is the job of the CISO becoming too dangerous?

Chair’s closing remarks
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SEPPmail Still sending unencrypted emails? SEPPmail shows you how to protect privacy, prevent leaks

. . and keep your emails secure.
The evolution of email

security Attendees will learn:

Michael Miiller, Country

Manager & Sales, SEPPmail e Email, from its birth to the present day

Spain & Joaquin Morales e Today's email risks

Pancorbo, Collaborator and e How SEPPmail technology guarantees the confidentiality and security of corporate
Partner, SEPPmail Spain messages through automatic encryption and digital signature, complying with the

strictest regulations
e Use cases and implementations

SpyCIoud Learn how to go beyond traditional credential monitoring and implement continuous Zero

. . Trust using enriched cybercrime telemetry.
It started with a cookie: Zero

Trust and the rise of session Attendees will learn:

hijacking

Mandeep Sandhu, Systems * \What security teams can learn from recent high-profile breaches where cybercriminals
Engineering and Investigations leveraged stolen session cookies in targeted attacks

Manager, EMEA, SpyCloud e Why it's important to feed your Zero Trust policy engine with cybercrime telemetry for

continuous exposure monitoring and reduced risk of session hijacking

e How cybercrime telemetry aligns with popular compliance and risk management
frameworks, including DORA, NIS2, and NIST CSF

e How SpyCloud integrates with your existing security tools for automated identity
exposure remediation



