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Strategm Sponsors ¢¢ Thank you for a wonderfully
informative and insightful event today.
The calibre of the speakers was great,
with many takeaways for
consideration in our sector. 72
Information Security Manager,
Cygnet Health

¢¢ The quality of the presentations was
above my expectations. The presenters
were clearly SMEs in their fields which
made the topics engaging and of

) GAT E WATC H E R interest, it did not come across as a
sales pitch. | particularly found the
Cyber from the Centre approach, the
CISO discussion and Secure Coding to
be most informative. | also appreciated
the sharing of how the separation
between cyber and IT was
implemented over a timeline. It's an
age-old debate that | have never seen
happen in reality. | will most
definitely be attending other virtual
events run by you. 72
Information Security Manager,
Healios
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Key themes

Getting better at ‘basic’ cyberhygiene

Upgrading Incident Response

Defending against the latest ransomware variants

Identity is essential

The importance of awareness

The role of threat intelligence in security

Who attended?

Cyber-security

We have a 20-year track record of producing
the events cyber-security professionals take
seriously

Risk Management

We attract senior risk officers with
responsibility for information risk
assessment and mitigation

Fraud, Audit, Compliance

We provide the go-to events for fraud
prevention and compliance owners at the
world'’s key corporates

Data Protection & privacy
We are a key venue for decision-makers
with budget and purchasing authority

Scott Barnett,
Head of Information and Cybersecurity
NHS National Services Scotland

Paul Charnley,
Digital Lead
Healthy Wirral Partners

Paul Connelly,
Chief Security Officer
HCA Healthcare

Mike Fell OBE,
Director of National Cyber Operations
NHS England

Phil Huggins,
National CISO
Health & Social Care

Adrian Jones,
Country Manager UK & Ireland
Gatewatcher

Mark Logsdon,
Chief Information Security Officer
NHS England

Jack Misiura,
Application Security Manager
The Missing Link

Bernard Montel,
EMEA Technical Director and
Security Strategist
Tenable
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09:25 Chairman's welcome

(:{/M View from the centre — unifying cyber-resilience in a decentralised system

10:00

Mike Fell OBE, Director of National Cyber Operations, NHS England

e Summary of the threat to healthcare
e Qverview of the central capabilities delivered to successfully protect the system
e |ntroduction to the new cyberstrategy for health

Why has the healthcare industry become one of the favourite targets for cybercriminals?

Bernard Montel, EMEA Technical Director and Security Strategist, Tenable

During this session, we will cover:

e The current threat landscape in the healthcare sector

e \Why healthcare is targeted by cyberattacks

e How attackers are operating, using some real-life examples

e \Why the preventative approach and exposure management can help reduce the risk with a unified view of the attack surface

Ll EXECUTIVE PANEL DISCUSSION | The CISOs views

10:50

Phil Huggins, National CISO, Health & Social Care;

Mark Logsdon, Chief Information Security Officer, NHS England

e Getting the basics done: what to secure, identification of critical assets, tactical protection of those assets, visibility of
associated networks

e |essons from a big ransomware attack

e To what extent is security a money problem?

e Advice on securing OT devices

Advanced persistent threats: How NDR can better secure your infrastructure

Adrian Jones, Country Manager UK & Ireland, Gatewatcher

e An NDR allows you to reveal the invisible on your network, and then, better detect incoming attacks

e As attacks are getting stronger and even more innovative within the past months, discover why adding an NDR to your
kill chain would better secure your infrastructure

e Reduce the risk to stop any core activity while it happens

LR Why and how cyber should be separated from IT

11:35

Paul Connelly, Chief Security Officer, HCA Healthcare

e Why it can make your programme more-effective and raise your role in the organisation
e Pros and cons of proposing this change at your organisation

e Making the transition

e Case study: How HCA Healthcare successfully made this shift

Secure coding is one of the most important application security tools. So, why is it so under-explored?

Jack Misiura, Application Security Manager, The Missing Link

Cybersecurity breaches are a daily occurrence and applications are becoming increasingly complex, making secure coding
one of the most useful tools available to us when reinforcing application security. Protect your applications from security
breaches and safeguard your users’ data. Join Jack Misiura and learn:

e \What is secure coding and why is it important?

e The most common coding vulnerabilities and how to prevent them

e The impact of secure coding on application security

e Best practices for secure coding

e How to implement secure coding in your organisation

LI K" Protecting NHS Scotland from cyber-harm - sharing the burden

12:15

12:40

Scott Barnett, Head of Information and Cybersecurity, NHS, National Services Scotland
e Strategic threats need strategic responses

e Adopting a ‘Once for Scotland’ approach to cybersecurity in the NHS

e Building a shared service with the right strategic partners

e A sense of place — why ‘where’ is important

e Future proofing through organic growth

Cybersecurity for integrated health and care system - ‘nobody wants to be the weakest link’

Paul Charnley, Digital Lead, Healthy Wirral Partners

¢ Integrated Care Boards set up in July 2022 through the Health and Care Act are tasked with responsibility for making
sure their systems are both integrated and safe at the same time

e \What are the challenges in creating the necessary connections between health and social care and increasingly the
voluntary sector, whilst keeping everybody safe?

® How are some of the ICBs taking on this task?

e How does what they do they fit with national and local strategies?

Chairman'’s closing remarks



